


| Why should SMEs care?

In short, all organisations are now a potential target for cyber-attacks. However, in addition to this,
organisations that prioritise cyber security, especially early on, can use it as a source of competitive
advantage as they can evidence that they are less of a risk as a supplier than competitors.

Cyber security is often sold with an element of fear. Whilst it can be scary to think that all organisations
are targets, there is actually a lot you can do to reduce those risks and take cyber security from a cost
centre to a business enabler. To start, it's worth understanding the two biggest threats:

Ransomware

The objectives of a ransomware attack vary, but in the traditional sense aim to extract payment from
target organisations through installing malicious software (‘malware’) into a network. To demand a
ransom, attackers are looking for data, strategy or simply to stop your operations. Many organisations
fall into the trap of thinking that because they have no interesting data, they may not be a target.
Accepting that you may be a target is an important step to protecting your organisation.

Business Email Compromise (BEC)

The common objective of a BEC attack is to get an organisation to pay a fraudulent invoice. Attackers
seek access to an organisation’s email system which often holds a host of useful information, including
business strategy and data and insights into how employees engage with each other.

Once this information is gathered, it can be used to trick senior stakeholders into paying invoices. For
example, an attacker could see the CEQ's calendar and time an attack for when they're in a meeting with
a supplier. They would know how the CEO interacts with certain colleagues and could use this to make a
request seem more legitimate. This could then manifest into an email appearing to come from the CEO
to a member of the finance team, feigning embarrassment in the meeting with the supplier that they
haven't paid and ask them to quickly pay an invoice to the attacker’'s account

| Cyber as a business enabler

Organisations that see cyber security as more than a compliance tick-box can use it as a business
enabler. This can be particularly important for smaller organisations for winning new business driving
innovation, improving business valuation and protecting employees and customers.

It's fair to say that building an effective cyber security operation is easier as a smaller organisation and
simple steps now can pay dividends in the future. It's a lot harder to retrofit cyber security tools and
processes into an organisation that's grown and has become inherently more complex in its processes,

technology and organisational structure than it is a smaller one.
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| Building a cyber strategy

Getting started with a cyber strategy is a challenge for any organisation, there is a lot of noise in the
industry and prioritising spend for the biggest impact can be hard.

Accept the risk

CEOs and board members need to accept that they are a potential target, regardless of size. They also
need to accept that they own this risk. That doesn't mean they have to build out the strategy or deliver
it, but they are responsible for creating the culture and hiring the right people to do this.

Understand the risks and potential impacts on your organisation. For the risks above the outcomes
cover three well known business risks — operational, reputational and financial.

Make cyber security a board agenda item, in the same way that marketing and customer service may
be. Be clear that you can't outsource the risk either — you can (and should) get help from external
experts, but it is always the responsibility of the organisation.

Best practice says to ‘assume compromise’— this is important. It's not about stopping cyber-attacks as
much as it is planning for how you would mitigate the damage of a successful one. By thinking of it this
way, you will make your organisation more resilient at all levels.

Find a trusted advisor

Whilst a business owns their cyber risk, they don't have to take on all the work. For many organisations
it's too expensive to have the in-house expertise and isn't fair to expect the IT team to have this.

The right partner will likely vary depending on company — you need one that understands what you're
trying to achieve, in and out of cyber security. A key question to understand is whether the partner is
interested in improving your cyber security or selling you some technology.

It's also important to find a partner that can grow and adapt as your business does. This is where having
a technology agnostic partner can really help — you don't want to be in a position in the future where
your choice of partner means you can't securely move in a different direction without significant
changes. This would go against the key benefit of cyber being a business enabler.
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| Build and implement a long term strategy

Don't be fooled by the simplicity on paper, this is a multi-year plan that looks to continuous
improvement, not quick fixes, and requires a broad understanding of the cyber security market. Again,
don't feel this should be done all in-house — lean heavily on your trusted advisor for support here.

Assess - Understand where you are today and where you need to be. This should be centred around
your key assets and data that you cannot afford to lose, which will help prioritise future investments

Build - Once you know what to prioritise, you should start investing in cyber services, people and
technologies in a way that removes the highest risk from the business.

Mature - With the base cyber security posture secured, the focus should shift to ongoing reviews and
improving previous gaps. Don't forget to review the effectiveness of previous investments — they won't
always remain the best options.

| Where to start

As mentioned above, finding a trusted advisor is key to building and and implementing a resilient cyber
strategy. A good way to test the relationship with a potential advisor is to work with them through an
assessment of your current cyber posture. This will enable you to assess how the chosen provider works
as well as benefiting from a complete assessment, highlight your current risks and vulnerabilities.

Benefits of Cyber Posture Assessments:

N

Higher ROI Guides Strategy Identifies Risks

See higher ROI from Enables businesses to Identifies risks to all
current technological create and implement a stakeholders, helping
investments guided strategic plan increase cyber

budgets.
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Can e2e-assure help?

Securely enabling your business.

e2e-assure offers a unique cyber security threat detection and response managed service that goes
beyond simply reducing breach impact and response time. Instead, through our threat intelligence we
work to proactively disrupt attackers prior to execution through our “Shift Left” approach.

We invest heavily in development, optimising our internal threat intel to influence our automated
detection resources, which run through our in-house developed SIEM, Cumulo. Our 24/7/365 Managed

Service offers invaluable coverage while allowing you to remain in control.

We assist enterprises of all sizes from SMEs to CNIs through cost per user, low commitment contracts
which allow flexibility and high coverage.

For more information about our services please contact us via

Lets connect!

Thank you for taking the time to read to read this article, if you'd like to be the first to know about our
Threat Intelligence Briefings and similar articles to this one, don't forget to follow us on LinkedIn and
subscribe to our newsletter on our website.
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